Thanks to Deloittes for sponsoring this dinner and many thanks to Wayne Macdonald and my good buddy Frank Work for the invitation to speak to all the speakers.  This is a true honour and I hope I rise to the occasion.

Although I now live in our nation’s capital, I am proud to be an Albertan, born and raised, and in some ways still a prairie boy who likes to listen to Neil Young.  But the world that I grew-up in has changed. And sometimes, but only sometimes, I wish I didn’t know now what I didn’t know then …. 

Imagine no surveillance
It’s easy if you try
No cameras to surround us 
Above us only sky 
Imagine all the people
Living in today

Imagine no more profiling
It isn’t hard to do
Nothing to record or log for
And no discrimination too
Imagine all the people
Living life in peace

You may say I’m a dreamer
But I’m not the only one
I hope someday you'll join us
And the world will live as one


Imagine no ID cards
I wonder if you can
No need for compelled assertions
Of womanhood or man
Imagine all the people
Sharing what they choose 

You may say that I'm a dreamer
But I'm not the only one
I hope someday you'll join us
And the world will live as one

And, here, you thought this was going to be a light, comedic dinner speech!

Believe it or not, instead of taking the safe route and doing my usual shtick, my 3rd rate comedy, my flashy powerpoint, I would actually like to use this opportunity to take on a fairly serious and not often discussed topic. For that reason, I have jettisoned my trademark powerpoint for tonight and asked our organizers specifically if I might speak earlier rather than later so that everyone here has the opportunity if they wish – AND ONLY IF THEY WISH – to further discuss the matter over dinner.

My subject, for the next half hour or so, is the role of idealism and pragmatism in privacy advocacy.

Anyone who knows me knows that I am something of an idealist.  And I get a lot flack for it. Which sometimes annoys me. I mean, its not like I don’t do practical things like appear before parliamentary committees, or submit facta and amicus briefs, or write articles that get cited by the SCC. But I am often more compelled by and seem to identify with idealist positions. 

For example, I like it when Sting sang:

Hide my face in my hands, shame wells in my throat

My comfortable existence is reduced to a shallow meaningless party

Seems that when some innocent die

All we can offer them is a page in some magazine

Too many cameras and not enough food

'Cos this is what we've seen

To risk sounding preachy, I DO think that there are too many cameras. And too much data collection and too much information sharing. And too many sensor networks. And too much DRM. And too many communications interception devices. In my view, life in the information society is all too often defined not by success but by excess.

To varying degrees, I suspect that most people in this room agree.

But what ought we to do about it?  What approaches ought we to take?  Notice my clear emphasis on the plurality of the question. Approaches.

Part of my choice for this topic tonight is rooted in my deep concern that idealism is no longer in vogue. 

No, actually it is stronger than that. My concern is that we in the privacy advocacy community are taking approaches that shrink any space for idealism; and that, as a result, we in the privacy community are, quite unintentionally and inadvertently, undermining ourselves. We are creating for ourselves a kind of silence through which we will no longer be heard. 

I am worried about what social theorist Robert Merton styled, when I was 3 years old, the “self-fulfilling prophecy”. The insight offered by Merton was that: 

The self-fulfilling prophecy is, in the beginning, a false definition of the situation evoking a new behaviour which makes the original false conception come 'true'. This specious validity of the self-fulfilling prophecy perpetuates a reign of error. For the prophet will cite the actual course of events as proof that he was right from the very beginning. 

By the time I was 11, long before I developed any interest in philosophy (except insofar as I was into Start Wars: “Feel the force Luke!”), Sir Karl Popper described a phenomenon that he called the “Oedipus Effect”. In it, he observed that it is “the oracle [who] play[s] [the] most important role in the sequence of events which lead to the fulfillment of [the] prophecy.”

Ask any privacy commissioner and I am sure that she or he will tell you that they are often looked upon as the oracles of privacy.  This is perhaps true of others in the privacy community, myself and many others in this room tonight included. Speaking for myself, I am regularly called upon to discuss the future of privacy. In fact, that is exactly what I was asked to speak about in my plenary presentation tomorrow. As Merton and Popper remind us, we ought to proceed with caution, lest we shape the very results we seek to avoid.

With that cautionary note, lets take a quick look at a couple of examples. 

Perhaps the most striking example that comes to my mind is when UK Commissioner Richard Thomas expressed his anxiety back in 2004 about 

sleepwalk[ing] into a surveillance society where much more information is collected about people, accessible to far more people shared across many more boundaries, than British society would feel comfortable with.

Now you might say that his words were NOT meant as a prophecy but precisely to achieve the opposite – namely to wake us up and prevent it from becoming a reality.  And yet it only takes reading a few Greek or Shakespearean tragedies to see how these kinds of prophetic warnings can also backfire. 

My preferred way of understanding what Commissioner Thomas was really getting at is less about the future of the surveillance society and more about the nature and politics of technology. I am not sure whether Commissioner Thomas was paying tribute the great philosopher of technology, Langdon Winner, or whether it was just a happy coincidence. But I think Professor Winner’s words bear repeating:

Shielded by the conviction that technology is neutral and tool-like, a whole new order is built – piecemeal, step by step, with the parts and pieces linked together in novel ways – without the slightest public awareness or opportunity to dispute the character of the changes underway. It is somnambulism (rather than determinism) that characterizes technological politics… Silence is its distinctive mode of speech.

Understood against this backdrop, I think Commissioner Thomas ’s idealism about the past in the face of the coming surveillance society is better understood as a kind of pragmatism about the way we ought to think about technology and its relationship to human activity.  

Langdon Winner was famous as an academic for uncovering the politics woven into the very fabric of some technologies and the means by which those politics determine various outcomes. My favorite example of his involves a mechanical tomato harvester, a remarkable device perfected by researchers at the University of California from the late 1940s.  

I hope you will indulge me in a rather lengthy set of passages from Landon Winner’s 1986 book, The Whale and The Reactor:

The machine is able to harvest tomatoes in a single pass through a row, cutting the plants from the ground, shaking the fruit loose, and (in the newest models) sorting the tomatoes electronically into large plastic gondolas that hold up to twenty-five tons of produce headed for canning factories. To accommodate the rough motion of these harvesters in the field, agricultural researchers have bred new varieties of tomatoes that are hardier, sturdier, and less tasty than those previously grown. The harvesters replace the system of handpicking in which crews of farm workers would pass through the fields three or four times, putting ripe tomatoes in lug boxes and saving immature fruit for later harvest.
Studies in California indicate that the use of the machine reduces costs by approximately five to seven dollars per ton as compared to hand harvesting. But the benefits are by no means equally divided in the agricultural economy. In fact, the machine in the garden has in this instance been the occasion for a thorough re-shaping of social relationships involved in tomato production in rural California.

By virtue of their very size and cost of more than $50,000 each, the machines are compatible only with a highly concentrated form of tomato growing. With the introduction of this new method of harvesting, the number of tomato growers declined from approximately 4,000 in the early 1960s to about 600 in 1973, and yet there was a substantial increase in tons of tomatoes produced. By the late 1970s an estimated 32,000 jobs in the tomato industry had been eliminated as a direct consequence of mechanization. Thus, a jump in productivity to the benefit of very large growers has occurred at the sacrifice of other rural agricultural communities.

So there you have it, a different example of the idealists vs the pragmatists.  But as Langdon Winner goes onto say:

Within a given category of technological change there are, roughly speaking, two kinds of choices that can affect the relative distribution of power, authority, and privilege in a community. Often the crucial decision is a simple "yes or no" choice–are we going to develop and adopt the thing or not? In recent years many local, national, and international disputes about technology have centered on "yes or no" judgments about such things as food additives, pesticides, the building of highways, nuclear reactors, dam projects, and proposed high-tech weapons. The fundamental choice about an antiballistic missile or supersonic transport is whether or not the thing is going to join society as a piece of its operating equipment. Reasons given for and against are frequently as important as those concerning the adoption of an important new law.

A second range of choices, equally critical in many instances, has to do with specific features in the design or arrangement of a technical system after the decision to go ahead with it has already been made. Even after a utility company wins permission to build a large electric power line, important controversies can remain with respect to the placement of its route and the design of its towers; even after an organization has decided to institute a system of computers, controversies can still arise with regard to the kinds of

components, programs, modes of access, and other specific features the system will include. Once the mechanical tomato harvester had been developed in its basic form, a design alteration of critical social significance–the addition of electronic sorters, for example–changed the character of the machine's effects upon the balance of wealth and power in California agriculture. Some of the most interesting research on technology and politics at present focuses upon the attempt to demonstrate in a detailed, concrete fashion how seemingly innocuous design features actually mask social choices of profound significance. 

Apologies again for the lengthy passage. But I think you will see it as crucial to what I am trying to explore here.  Although both sets of choices are inherent in the privacy debate, it is the second set of choices that Winner describes – choices about design – that I want to use here as a launch point for my discussion of pragmatism and idealism within the privacy context.

When we hear the words “privacy, pragmatism and design” all in the same sentence (and I suspect that the same would be true for a google search), only the uninitiated in this room would not have the name “Ann Cavoukian” on the tips of the tongues.  Ann is a leader not just in the Canadian privacy landscape but also on the world stage.  She is my friend, my mentor, and a treasured colleague. She is also a card carrying privacy pragmatist. 

In a nutshell, she encourages us to see privacy as something not inherent in our technological systems but something that must be built-in: privacy-by-design, as she likes to call it. The philosophy of ‘privacy by design’ quite rightly tells us that it is not enough to rest on our idealist laurels – that ensuring privacy in a technological society requires us to roll up our sleeves and do some work.  

Ann describes herself as a “radical pragmatist.” By this, she does not mean that we ought to reject idealism outright. Quite to the contrary, I think she would describe her form of pragmatism as premised on a kind of idealism.  According to her, what is radical about her pragmatism is that she rejects the view that pragmatism has to equal ‘loss of privacy’; she believes privacy by design can provide win-win outcomes.  As she likes to put it, it is NOT a zero-sum gain. Privacy by design is a “positive sum gain.”

As Ann recently put it to me when I told her about my subject for tonight:

If you adopt a positive sum instead of a zero sum model, you

can have functionality AND privacy.
I think that Ann’s philosophical blend of idealism and pragmatism is interesting and, in many ways, appealing.  And it represents an increasingly popular approach to privacy within our community. To offer a quick second example, I just finished reading a superb book chapter that will be included in a book I am editing for Oxford University Press based on the main research outcomes from the 4 year, 4 million dollar SSHRC research project I directed called “On the Identity Trail.”  In this chapter, titled “Identity Cards and Identity Romance, the author, the world renowned Law Professor Michael Froomkin, argues that the hostility to ID cards is based on a romantic vision of free movement in the US and a related concept of “the rights of Englishmen” in the UK.  He suggests that such views distract from the real issues raised by contemporary national ID plans in the common and civil law worlds.  Today’s issues, he suggests, involve a complex set of data protection issues that have little to do with romantic stories of cowboys and motorists talking back to policemen and a great deal to do with difficult issues pertaining to data storage and access.  He therefore stresses the pragmatic elements of the debate as the one worth focusing on.

While I think it should by now be as clear to you as it is to both Ann and Michael that I respect their views, I want to spend the remainder of my formal remarks suggesting that these forms of pragmatism, though perhaps necessary in some contexts, are not sufficient to ensure privacy.

In a minute, I will say why, but let me first let me offer one more crunchy example of this philosophy in action.  While there are many examples of it, I will use a Canadian example of privacy pragmatism in the context of video surveillance. Recently, as many people in this room are well aware, Privacy International made a complaint to the Ontario Information and Privacy Commissioner’s Office about the Toronto Transit Commission’s plan to significantly expand its video surveillance.  Many of you will have read Ann Cavoukian’s carefully crafted and one of a kind report. My aim here is not to get into its substance or even its outcome. But I do want to briefly examine the idealism vs pragmatism debate that ensued in the popular press.

In particular, I am thinking of the debate between Edward Greenspan and Ann Cavoukian in one of the local Toronto papers.

Greenspan, the famous criminal defence lawyer, seems to treat the issue of video surveillance in the TTC as a “yes-no” proposition and answers the question with a resounding “NO”. Here is what he says:

In a year there will be more than 72 million hours of surveillance footage recorded. And for what? Not safety. Video cameras do not keep you safe, and more video surveillance will do little, if anything, to deter crime.

 He goes on to say:

TTC wants us to give up our privacy, but for no security in return. And as technology improves, we will see 11,000 cameras become 22,000 cameras or 33,000 cameras on more than just buses and subways. Technological advancements will only make it cheaper and easier for the government to watch our every move. Our expectations of privacy continue to be eroded...

Our concern for privacy has been eroded because we don't seem to care about it, even though "the right to be left alone is the beginning of all freedom.”

Frustrated by his idealism (not to mention the fact that his tone was, well, oh, not so nice), Commissioner Cavoukian responded in print. After pointing to some flaws in his argument, including his neglect of the fact that cameras are used for various other purposes, including the detection of crimes, she makes the quintessential pragmatist point. She retorts:

Greenspan says our expectations of privacy have eroded in past decades, however, he makes no parallel reference to the significant gains made from privacy enhancing technologies, as referenced in my report. If you think you're going to eliminate the use of cameras, you're dreaming. But you can build in strong privacy to enable a win-win solution. Privacy is here to stay.

I must confess that, when I read this exchange, my reaction was pretty visceral. “Why not dare to dream?”, I thought to myself. “Why can’t privacy advocacy include imagining the world other than the world-as-it-is?”  I thought of the famous distinction in moral philosophy between ‘is’ and ‘ought’ and about the problem of deriving an ‘ought’ from an ‘is’.  These thoughts made me recognize that privacy advocacy NEEDs to maintain some idealism.  Otherwise, as we are now seeing with the judicial standard of ‘reasonable expectation of privacy’, the entire battle will be lost if our normative conceptions of privacy give way to merely descriptive ones. 

Without going much further into this debate, I think that it is worth mentioning the view of one more figure. Michael Yeo, Chair of the philosophy department at Laurentian University has expressed a form of idealism in his call for a return to a view of privacy that clearly IS in tension with other social values. Professor Yeo suggests that it is important, crucial perhaps, to recognize these values as in conflict such that one or the other will win or lose in any given dispute. According to Yeo, no win-win. 

Yeo makes an interesting point that is relevant to the discussion I offered above: in his view, pragmatism and its goal of creating “privacy enhancing technologies” has the ultimate effect of not merely eroding our original conception of privacy but replacing it with a very different conception of what privacy is.  He makes his point with a clever play on words, saying that the pragmatist approach results in “technology-enhancing privacy.”  If I understand him correctly, he is making a corollary point to the one made by Langdon Winner in his example about the tomato harvester.  Recall how that technology – which was presumably introduced to improve the production of tomatoes – had the ultimate effect of producing a totally new kind of tomato: one that is hard and tasteless in comparison to the old tomatoes. What we have, in the tomato example, is a case of the needs of technology ultimately determining the end product. Yeo, quite rightly, worries that the same thing is happening to privacy in its shift to what he calls ‘technology-enhancing’ privacy.

OK. So – where do we stand?

Let me be perfectly clear.  I’m not standing up here purporting to pick a winner in this debate. In fact, if you think THAT IS what I am doing, you have missed my point entirely. What I want to do instead is offer a few observations about the nature of the debate.

1. It would seem that the idealist position is horned by the following dilemma.  If the question about implementing a particular technology or information system at hand is a “yes-no” proposition, the privacy idealist will almost always be forced to say “NO” and will not be said to be living in the real world; the idealist, in other words, has no tools or solutions to offer where the rubber hits the road.

2. The pragmatist need not succumb to this dilemma. Not seeing the issue as a “yes-no” proposition, the pragmatist is able to resolve the matter by taking into account the question of design. 

3. Respectfully, I want to suggest that this approach is ALSO NOT without its own limitations. My concern is that, with a focus on design, one will develop an increasing tendency to very quickly answer “YES” to the technology in question (after all, the reason the technology is being introduced is because it offers clear social benefits).

4. Anyone who knows me knows that I am no luddite. I am not anti-tech. But I am concerned about abandoning the idealist’s threshold question and leaving privacy merely to be dealt with at the design stage. My concern stems from the fact that I think Langdon Winner is correct in claiming that some artifacts have politics.

5. While I am a huge fan of ethical design (including, of course, the general approach of privacy by design), I don’t think it is always or even most often a win-win proposition. To put it starkly, I think the politics of certain technologies and information systems are often inconsistent with the politics of, say, Fair Information Practices or any other value set that purports to enhance privacy. 

6. If there is some chance that I am right about this, then I think there will be many situations in which the goal of radical pragmatism will not succeed. That is, the politics of some technologies and information systems may not always yield a positive sum gain. Again, let me be clear. I am not saying this because I think prefer to think of privacy through the traditional zero sum gain lens. I am saying this because I think that the politics inherent in some technologies simply may not allow privacy by design.

Now, I am in the early stages of my thinking here, and so am not ready to offer clear examples of where this is the case and precisely why. And I don’t think that I am totally weaseling my way out of this when I assert that I think it is WAY TOO EARLY in the game to lay claim to understanding the politics of many of our new and emerging technologies. In any event, I anticipate that you will soon want me to shut up, so that you can tell me or your dinnermates about all of my mistakes thus far.

Let me conclude with an obvious observation and then leave you with a challenging question.

My observation is that our current world requires a privacy advocacy community that includes both idealists and pragmatists. Both have valuable contributions to make, even if each plays a different role in the broader system. This is NOT TO SAY that these players should operate in silos, each doing their own thing.  My own view is that pragmatism must sometimes (perhaps more often than not) give way to idealist threshold questions. Likewise, there are times when the idealist threshold question must take into account the possibility of solutions by design. Rather than seeing themselves as engaged in different debates, they must find ways of influencing one another with the aim of building consensus rather than mere conflict. I see no other way to say with confidence that we have got it right on any particular issue. 

In order to be able to achieve this end effectively, I think a challenging question remains:

When it comes to making policy choices in the privacy world, we have seen two very different sets of choices about privacy in the face of new and emerging technologies. The first choice is whether to view the issue as a “yes-no” proposition. The second choice presumes that we ought to adopt the technology and focuses on issues of design.

The challenge for the privacy community is knowing when to ask the first question and when to ask the second and, also, to determine what is the relationship between the two.  This is something you can mull-over during dinner. 

Waiter, more wine!!
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