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We are losing control over ourselves.  Our lives are no longer our own. 
We are bargaining ourselves away. The nature of this Faustian bargain in 
our brave new economy is straightforward: we are offered convenience 
and the speed of Hermes in exchange for complete exposure to everything 
we say and do online.   
 
The bargain is not always irrational. Ours is not a blind faith. When we 
place our trust in online service providers (OSPs)
1 and other information intermediaries there are, usually, built-in legal 
safeguards. Our trust is founded on a number of promises. It is founded on 
contractual representations that our personal information and private 
communications will not be collected, used or disclosed to third parties 
without our knowledge and consent. But are these promises − and the 
legal mechanisms used to enforce them − sufficient to protect our privacy 
interests? Or is there a need for other safeguards that transcend the world 
of private ordering? 
 

“TRY THIS!” 
 

Dig, if you will, a picture. Suppose that someone whose name you would 
not recognize has just sent you an email styled, “TRY THIS!”. As it turns 
out, you do not even know that this email has been sent to you because 
your email account has been disabled. After trying to login to download 
your email, an automated message appears indicating that you have 
exceeded your available disk quota. You are told to contact Supernet, your 
OSP. After spending 20 minutes trying to circumvent the automated voice 
system, you finally speak to a real person who assigns you a file number 
and dispatches a technician to investigate the matter. Off to work you go, 
trusting that your service provider will resolve the problem in a 
professional manner. Later that day, while you are at work, the technician 
begins to comb through your all of your email without your knowledge − 
something that you had supposedly consented to in the fine print of your 
Terms of Service 
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agreement. She is searching for files with large attachments that can be 
deleted so as to free some memory and thereby re-enable your account.  
 
During her search, the technician happens upon the “TRY THIS!” 
message and notices that it contains a few very large attachments with 
suspicious sounding names. Suspecting child pornography, the technician 
opens the attachments. Sure enough, the “TRY THIS!” message, sent to 
you without your knowledge or consent, contains images depicting young 
children engaged in sexual activity with adults. Horrified and angered by 
the images − and assuming all along that you are culpable − the technician 
informs her supervisor, who in turn contacts the police. The police request 
an electronic copy of the illicit file. Supernet decides to cooperate. 
Consequently, Supernet forwards the “TRY THIS!” message and several 
of your other private communications to the police without telling you.   
 
It merits taking pause to draw specific attention to the fact that, because 
your account had been automatically disabled, the illicit “TRY THIS!” file 
(the existence of which remains unknown to you) has not yet been 
delivered to your inbox. Knowing this and knowing that there is no case 
against you without it, the police have instructed Supernet to resend the 
pornographic email to you so that it will finally be in your possession. On 
this basis, the police will then be able to obtain a search warrant, seize 
your computer and arrest you. Supernet complies. You are subsequently 
arrested, tried and convicted for the possession of child pornography.  
 
Right about now, you can stop imagining. All of this is in fact quite real.2.  
In a decision rendered by the Alberta Court of Queen’s Bench, 
subsequently affirmed by the Alberta Court of Appeal, it was held that 
Supernet’s search of the customer’s inbox, its decision to open the 
customer’s email without his consent, the police’s instruction to copy and  
forward this mail to them without telling the customer, and the further 
police instruction to resend the illicit file to the user, did not unjustly 
interfere with the customer’s reasonable expectation of privacy.3 
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Narratives such as this help to illustrate the incredible power that OSPs 
and other online information intermediaries hold over their customers and 
clients. OSPs are by default the gatekeepers of informational privacy on 
the internet. By providing online services such as email, Web site space, 
or portals to various online consortiums, OSPs gain access to and control 
over a plethora of personal information and private communications 
belonging to each of its many users. Each user is therefore dependent on 
their OSP not only for the proper storage, maintenance and management 
of personal information and private communications but, also, for 
determining whether and when that personal information may be disclosed 
to third parties. In other words, the safeguarding of user information is 
largely dependent on the benevolence and good judgment of OSPs.   
 

A CHILLING POSSIBLE WORLD 
 
One might try to discern a kind of moral from the above narrative. Perhaps 
those of us concerned about personal privacy ought to make an effort not 
to depend so heavily on information intermediaries. Or, at the very least, 
perhaps we should not store our personal information and private 
communications in digital spaces that we do not ourselves control. A good 
moral though this may be, it is not especially helpful. OSPs almost always 
require the disclosure of personal information as a precondition of the use 
of their services.4 As well, most information intermediaries collect and log 
digital copies of every informational transaction that takes place on their 
system. Thus, even if you download all of your mail, delete it from the 
server, and store all of your communications on your own private disk 
space, anything that you send through the system is almost certain to be 
copied and archived by your information intermediary.5 The only realistic 
means of circumventing this practical reality is through the use of 
anonymizer and encryption technologies.6  
 

Individuals are bound to experience a further loss of control when the 
internet takes the shape of some of its current visionaries and power 
brokers. For example, Larry Ellison (current Chair and CEO of Oracle 
Networks) and Scott McNealy (current Chair and CEO of Sun 
Microsystems) are not merely predicting but are also pushing-with-all-of-
their-might for a networked world in which information is no longer 
stored on individual hard 
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drives or company owned servers but, instead, is stored on more powerful 
internet servers, manipulated through personal information management 
applications, and accessed through inexpensive internet appliances.7 In 
this chilling possible world, desktop computers become extinct and 
professional ‘information management’ becomes the big money maker. 
The scheme is to supplant personal computers (PCs) with internet 
appliances thereby shifting most of the sophistication away from the user 
and toward the network end. Internet appliances will contain very little 
hardware and almost no software − just a basic input/output system 
allowing a complete operating system to be downloaded every time the 
basic internet appliance is switched on. Given their simplicity, internet 
appliances will rely almost exclusively on lightening fast, centralized 
networks (owned, operated and controlled by companies like Oracle and 
Sun).8  
 
The rhetoric in support of the shift to internet appliances is premised on 
user convenience. Why spend time and money buying and installing 
software, obtaining upgrades, configuring hard drives, managing disk 
space, or fine tuning settings on your PC when those tasks could easily be 
delegated to an network administrator? In an appliance-based world, it is 
said, network users will no longer need to carry around heavy equipment 
or deal with complicated hardware and software problems. Given the 
projected ubiquity of the internet appliance, users will simply need to 
carry a ‘smart card’ that allows them access to the network from wherever 
they happen to be. Because all software programs are downloaded from 
the network, and because everyone's personal data files and backups are 
stored on servers connected to the system, it will be possible for an 
internet appliance user to gain access to their information from anywhere 
in the world, as if sitting in front of their own machine. 
 
To date, the main obstacle preventing the shift from a PC to an appliance-
based computing universe seems to be the limitations of broadband and 
other high-speed internet technologies.9 Surprisingly little concern has 
been expressed about the fact that centralized (rather than end-to-end) 
computing will require all of our personal information and private 
communications to reside on Larry Ellison’s, Scott McNealy’s, or some 
other information manager’s computers, leaving it solely in their control 
and, 
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therefore, vulnerable to misuse, illicit trade or even theft.10 If this chilling 
possible world is fully realized, we will have lost all control over our 
personal data and private communications. In such a world we will 
become completely and utterly dependent on the benevolence and good 
judgment of OSPs and other information managers.  
 

FIDELITY 
 

Because OSPs have access to and an ability to make copies of most if not 
all personal information and private communications that pass through 
their systems, they are already de facto personal information managers. 
The possibility of online privacy is therefore dependent on a user’s ability 
to trust an OSP with their personal information and private 
communications. One might therefore ask: what are the moral and legal 
foundations for such trust?    
 
The relationship between an OSP and an internet user is contractual in 
nature.11 That is, it is based on an exchange of promises. The success of 
such a relationship is therefore founded in the moral notion of fidelity − 
the faithful adherence to one’s promises. Where fidelity is concerned, one 
does not owe a duty except insofar as one has promised. Contractual 
relationships that are entered into at arm’s length generally require nothing 
more than a fidelity to those promises voluntarily assumed by either party. 
Consequently, it is thought that internet users can reasonably rely on their 
OSPs to do as they have pledged, but nothing more. Where the moral 
institution of promising falls short and an unfaithful OSP fails to fulfill its 
promises, the user has legal recourse through the law of contract. 
 

Is fidelity a sufficient moral foundation to ensure online privacy? 
 
Thus far, many OSPs have poor track records when it comes to living up 
to self-imposed privacy obligations. Consider, for example, the case of 
Aquacool_2000.12 As a subscriber to Yahoo!’s online services, 
Acquacool_2000 was promised that his OSP is “committed to 
safeguarding his privacy online.” When he signed up for Yahoo! services, 
he was further promised that he would be notified at the time of data 
collection or transfer if his 
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personal data was to be shared with a third party. He was also promised 
that he would then have the option of not permitting the transfer. As the 
Yahoo! Privacy Policy states:  
 

This Privacy Policy will let you know: what personally identifiable 
information is being collected about you; how your information is 
used; who is collecting your information; with whom your 
information may be shared; what choices are available to you 
regarding collection, use, and distribution of your 
information…13 

 
At the bottom of its Privacy Policy and throughout its Web site, Yahoo! 
also displayed the TRUSTe certificate, a logo which is familiar to many 
Internet users. 14 By featuring the TRUSTe seal throughout its Web site, 
Yahoo! made a representation to Aquacool_2000 and to all of its other 
subscribers that it will comply with strict privacy policies and procedures 
and that it will not disclose personal information to third parties without 
prior permission or some other legal justification. 
 
In fact, Yahoo! even set up technological measures to further encourage 
trust amongst its subscriber base. In order to facilitate a frank exchange of 
information on its message boards, Yahoo! constructed an architecture that 
allowed message board participants to select a nome de plume and thereby 
communicate pseudonymously. This further assurance of online privacy 
helped create a very lively online discussion. Relying on the express 
promise that their personal information would be kept confidential, online 
interlocutors felt free to speak their minds and trade important information 
on a number of important and sensitive issues. 
 
Trusting all of these safeguards, Aqucool_2000 decided one day to throw 
himself into a heated debate online about a publicly traded corporation 
known as AnswerThink Consulting Group Inc. After Aquacool_2000 
posted a number of critical remarks about its management team, 
AnswerThink came down heavy on Yahoo!, threatening the world’s 
largest OSP with litigation if it did not unmask the identity of its public 
critic. When push-came-to-shove, Yahoo! caved. Not only did it break all 
of its promises to 
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Aquacool_2000 by disclosing his personal information to Answerthink, it 
did so without ever telling him. Had Aquacool_2000 at least been notified, 
he would have had the opportunity to seek a protective order to enforce his 
constitutionally protected right to speak anonymously.15 His inability to 
do so resulted not only in a potentially frivolous defamation suit against 
him, it also resulted in the immediate termination of his employment. As it 
turns out, Aquacool_2000 was an AnswerThink employee.  
 
The case of Aquacool_2000 illustrates that the moral institution of fidelity 
and the law of contract will not always ensure our privacy online. As this 
case demonstrates, when it comes to keeping promises, OSPs such as 
Yahoo! often have competing considerations. Even if they do not engage 
in data-mining or otherwise profit in the information trade, when faced 
with the prospect of a third party lawsuit, a court order, or a request from 
the police, OSPs will often disclose rather than protect the informational 
interests of their users.  
  
It is important to realize that, even if all OSPs kept all of their promises, 
the moral institution of fidelity would still prove insufficient as a means of 
ensuring online privacy. This is because not all OSPs promise to protect 
the privacy interests of internet users to begin with, nor are they always 
obliged to. In fact, some OSPs make it clear right from the outset that their 
users should have a low expectation of privacy.16 Some OSPs even go so 
far as to provide notice that they are actively monitoring user accounts and 
that they will voluntarily disclose user information and communications in 
a variety of circumstances.17  
 
Given that some OSPs will break their promises with impunity and other 
OSPs make no such promises to begin with, fidelity seems insufficient as 
a moral foundation for ensuring online privacy. 
 

THE DUTY OF LOYALTY 
 

The duty of fidelity can be juxtaposed to the duty of loyalty. As we have 
seen, fidelity simply means keeping one’s promises. The duty of loyalty is 
quite different. Historically, 
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its foundations are derived from the status of the relationship rather than 
any of the undertakings voluntarily assumed by the parties.18 
Consequently, where loyalty is morally required, the duties entailed by the 
relationship are said to pre-exist any specific promises that are pledged.19 
Because the duty of loyalty derives from the nature of the relationship 
rather than from any promises voluntarily assumed by the parties, it 
follows that a duty of loyalty is not necessarily discharged simply by 
keeping one’s promises.20 The duty of loyalty demands something more.  
 
One special instance of the duty of loyalty that has been carefully 
developed and adapted by the courts of common law is known as the 
fiduciary obligation. The rationale underlying the fiduciary concept is 
quite straightforward. Where one party has come to trust another, there is 
some danger that the trusted party may decide to serve its own ends rather 
than those of the trusting party. In order to avoid such mischief, the 
fiduciary obligation protects those who by virtue of their relationship have 
come to depend on others.  
 
Professor Weinrib once characterized the fiduciary obligation as the law’s 
realization of the economic importance of fostering incentive by 
protecting relationships of interdependence: 
 

A sophisticated industrial and commercial society requires that 
its members be integrated rather than autonomously self-
sufficient, and through the concepts of commercial and property 
law provides mechanisms of interaction and interdependence. 
The fiduciary obligation ... constitutes a means by which those 
mechanisms are protected.21 

 
According to Professor Weinrib, the basic policy underlying the fiduciary 
obligation is the desire to preserve and promote the integrity of socially 
valuable relationships that arise as a result of human interdependency. An 
interactive and interdependent society mandates the monitoring of trusting 
relationships in order to avoid their potential for abuse. According to 
Professor Weinrib, the hallmark of a fiduciary relationship is that 
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one party has the leeway to affect the legal position of the other, putting 
the latter at the mercy of the former.  
 
Other scholars have held that a fiduciary’s discretion can usually be 
understood as part of a wider category of power held by the trusted party 
that includes any access that they might have to the trusting party’s assets: 
 

‘Discretion’, by itself, is not the significant fact. In this context we 
are concerned with the abuse of the relationship. For this 
purpose discretion merely indicates that the trusted party has 
access to assets and, hence, the opportunity to abuse. ... (T)rust 
which leads to the trusted party gaining ‘access’ to assets will 
attract the fiduciary obligation. The presence of ‘discretion’ is 
merely an indication in a particular case that such trust exists. It 
is the potential for the abuse of that trust which requires the 
obligation.22 

 
The most commonly cited examples of traditional status-based fiduciary 
relationships, where one party gains access to another’s assets include: 
trustee/beneficiary, solicitor/client, principal/agent, director/corporation, 
partner/partner, employer/employee, guardian/ward, doctor/patient, 
parent/child and confessor/penitent.23 However, courts have come to 
recognize that a variety of other relationships are also constructed on the 
same foundation of trust and loyalty as were the traditional status-based 
fiduciary relationships. In recognition of the inherent danger of unduly 
restricting fiduciary doctrine – especially given the fact that the fiduciary 
doctrine aims to protect, preserve and encourage a number of socially and 
commercially valuable relationships – courts have chosen not to limit the 
fiduciary obligation to the fixed category of status-based fiduciary 
relationships. 
 
In a nutshell, the duty of loyalty requires the trusted party to act in the best 
interests of the trusting party. Seen from another perspective, the duty of 
loyalty forbids the trusted party from furthering its own self-interest where 
doing so would be detrimental to the best 
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interests of the trusting party.  If a conflict of interests arises, the duty of 
loyalty demands the trusted party to remain faithful to the trusting party, 
despite its own reluctance to do so. To use one of our narratives from 
above as an example, if Yahoo! had owed a duty of loyalty to 
Aquacool_2000, that duty would require Yahoo! to keep its promise (not 
to disclose Aquacool_2000’s personal information) in spite of the threat of 
litigation by AnswerThink.  
 
Under what circumstances, if any, might an OSP be said to owe a duty of 
loyalty to its users?  
 
The courts of common law have in some instances been willing to impose 
such a duty when the following four indicia of a fiduciary relationship can 
be adequately demonstrated:  
 

1. The trusted party has scope for the exercise of some 
discretion or power;  
2. The trusted party can unilaterally exercise that power or 
discretion so as to affect the trusting party’s legal or 
practical interests;  
3. The trusting party is peculiarly vulnerable to or at the 
mercy of the party holding the discretion or power; and 
4. The trusting party is entitled to expect that the trusted 
party will act in his or her interests and for the purposes of 
the relationship.24  

 
It is quite plain that a number of the constituent elements outlined above 
are fully present in many OSP-user relationships. As we have seen, 
internet users are very often in a relationship of dependence with their 
service providers. The current architectures of the networked world allow 
OSPs access to internet users’ personal information and private 
communications in a manner unparalleled by even the most powerful 
financial institutions or arms of government. Access to these informational 
assets allows OSPs to exercise power to the benefit or detriment of its 
users. Aquacool_2000, for example, lost his job as a result of Yahoo!’s 
discretionary use of his informational assets. When 
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Supernet exercised its discretion, Dale Weir went to jail. Therefore, to 
paraphrase Professor Weinrib, there are times when an OSP has the 
leeway to affect the legal position of its user, putting the latter at the 
mercy of the former. An OSP acting in bad faith has access to and 
therefore could: i) convert a user’s private communications to its own or to 
another’s advantage; ii) disclose confidential information to a competitor; 
or iii) turn over otherwise privileged evidence in the course of criminal or 
private litigation, etc.  
 
At the same time − even if Yahoo! did hold itself out as willing to act in 
the best interests of its users − it is not clear that all OSPs always do so. To 
take an extreme example (mentioned above in footnote 17), an employer 
who provides internet services does not generally undertake to do so 
exclusively for the benefit of its employees. Offering such services to 
employees is but a means to the corporation’s own ends. Even the most 
benevolent employer (whose policy permits employees to utilize its 
internet services for personal use) does not offer such services for the 
exclusive benefit of the employees. If an employee uses those services to 
illicit ends or in any other manner that is not in the best interests of the 
corporation, how could it possibly be said that the employer is obligated to 
use the evidence that it has gathered to serve the employee’s benefit rather 
than serving the best interests of the corporation or its shareholders? In 
what meaningful sense can the employee be said to have expected a duty 
of loyalty from his employer that would trump its own corporate interests?  
 

CONCLUSION 
 
More and more, OSPs are in a position to observe and record everything 
that we say and do online. Increasingly, we are forced to rely on them not 
only to provide quality informational services but also to store and 
otherwise manage our private information. Because OSPs are in a position 
of control, we have come to depend on them to safeguard our personal 
information and private communications. This gives OSPs power and 
discretion: power to control our online behaviour; and discretion to alter 
our outcomes.  
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Currently, relationships between OSPs and internet users are governed 
primarily by the moral institution of fidelity and the law of contract. Given 
that many OSPs will break their promises with impunity and other OSPs 
make no such promises to begin with, fidelity seems insufficient as a 
moral foundation for ensuring online privacy. Consequently, it has been 
suggested here that an alternative set of duties might be derived from the 
very nature of the relationship between some OSPs and their users. Where 
a fiduciary relationship can be established, it is possible to impose a duty 
of loyalty on some OSPs. Where a duty of loyalty is owing, an OSP must 
remain faithful to its users despite its own reluctance to do so.  
 
It has also been suggested that the possibility of imposing a duty of loyalty 
on OSPs who have created a reliance interest (by holding themselves out 
as acting in the best interests of their users) is an increasingly important 
consideration. While it would be wrongheaded to conclude that OSPs 
always owe a duty of loyalty (as if we could somehow generalize about a 
motley collection of private orderings) it would be equally misguided to 
conclude that OSPs never owe such a duty. The conclusion offered here is 
more modest than either of these two extremes. The only claim that has 
been made here is that some OSPs display all of the constituent elements 
of a fiduciary relationship and that we might therefore justifiably require 
those that do to act in the best interests of their users in some instances. In 
those instances, the OSP will be required to safeguard a user’s personal 
information and private communications is spite of its reluctance to do so.  
 
As we move with the speed of Hermes towards a world where internet 
users have little or no control over there own information, the moral 
demand for OSP loyalty to trump commercial convenience ought to gain 
significance. Absent such a demand, we might be bargaining ourselves 
away.   
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